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he Industrial Internet of Things (IloT) promises to

bring benefits for all parties, from the machine man-
ufacturers and system integrators to the end users,
through data analytics and intelligent machines enabled
by increased connectivity. The connectivity, however,
brings along the possibility of unauthorised intrusions,
causing disturbances in production or intralogistic sys-
tems, or in the worst scenario, acting as unintended or
malicious triggers for safety hazards. In this work, we
present an approach for safety and security co-assurance
for machinery. Current safety and security standardisa-
tion for industrial control systems and for machinery is
discussed, as well as safety and security co-assessment
methodology. On this basis, an updated machine lifecycle
model and an approach for safety and security risk co-
assessment and risk reduction is described. Initial results
based on the approach are discussed for a mixed-critical-
ity controller device currently under development.

[Keywords: Machinery, Safety, Security, Assurance approach]

as Industrial Internet of Things (IloT) verspricht

Vorteile fiir alle Beteiligten, von den Maschinenher-
stellern und Systemintegratoren bis hin zu den Endan-
wendern, durch Datenanalyse und intelligente Maschi-
nen mit erhéhter Konnektivitiit. Die Konnektivitiit bringt
jedoch die Maéglichkeit des unbefugten Eindringens mit
sich, wodurch Stérungen in der Produktion oder in logis-
tischen Systemen verursacht werden oder welches im
schlimmsten Fall das unbeabsichtigte oder boswillige
Auslosen von Sicherheitsrisiken bewirkt. In dieser Arbeit
stellen wir einen Ansatz zur Sicherung von Maschinen,
unter Beriicksichtigung von Safety und Security, vor. Die
aktuellen Sicherheitsnormen fiir industrielle Steuerungs-
systeme und fiir Maschinen werden ebenso erortert wie
die Methodik der Sicherheitsbeurteilung. Auf dieser Ba-
sis wird ein aktualisiertes Maschinenlebenszyklusmodell
und ein Ansatz zur Bewertung und Reduzierung von Si-
cherheitsrisiken (Safety und Security) beschrieben. Erste
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Ergebnisse auf Basis des Ansatzes werden fiir eine in Ent-
wicklung befindliche Mixed-Criticality-Steuerung disku-
tiert.

[Schliisselworter: Maschinen, Maschinensicherheit, Cybersi-
cherheit, Gewdhrleistungsansatz]

1 INTRODUCTION

The Industrial Internet of Things (IIoT) promises to
bring benefits for all parties, from the machine manufactur-
ers and system integrators to the end users, through data
analytics and intelligent machines enabled by increased
connectivity. The connectivity, however, brings along the
possibility of unauthorised intrusions, causing disturbances
in production or intralogistic systems, or in the worst sce-
nario, acting as unintended or malicious triggers for safety
hazards. Apart from securing the related overlaying IT-
systems, this raises new questions also for the safety assur-
ance of machinery, when both the safety-related and non-
safety-related parts of modern machinery control systems
are increasingly designed with network connectivity di-
rectly built in.

A new mixed-criticality controller is developed in
ZIM-Project FOLSA (“Future-oriented Logistics Safety
Application®). The controller includes safety-related and
non-safety-related subsystems, the first to support the im-
plementation of safety-related functions, the second for
standard control functionality and as well as for communi-
cation. The controller is targeted especially at material han-
dling applications as a compact, embeddable and cost-effi-
cient solution to enable safety and non-safety-related
functions on the same platform, with secure IloT-capabili-
ties. The controller concept was previously published in
[HKV+16].

In this work, we present an approach, developed dur-
ing the FOLSA-project, for machinery safety assurance,
where security is integrated into the machine lifecycle. The
main focus is on an approach for the safety and security risk
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Figure 1.

co-assessment and the mapping of the assessed risk to tech-
nical risk reduction measures. The approach is based on
current safety and security standards in combination with
safety and security co-assessment methods suggested in lit-
erature.

The following text is structured as follows. In chapter
2, we summarise the current safety regulation for machin-
ery and the role of security in the standards. We addition-
ally introduce the IEC 62443-standard series [IEC62443-1-
1] for security of industrial automation and control systems.
A brief overview of existing safety- and security co-analy-
sis methodology from literature is given in chapter 3, to
provide a basis for the risk analysis approach. The approach
for machinery safety and security co-assurance is presented
in chapter 4, with ongoing work in ZIM-Project FOLSA,
based on the approach, presented in chapter 5.

2 STATE OF STANDARDISATION FOR SAFETY AND
SECURITY IN MACHINERY

Machine products sold on the European market must
adhere to the safety requirements originating from the Ma-
chinery Directive [EC06]. For machinery, this typically
means following the guidelines of harmonized standards,
beginning with risk assessment according to the type A
standard ISO 12100 [ISO12100] followed by implementa-
tion of functional safety of the machine according to the
generic type A standard-series IEC 61508 [IEC61508-1] or
according to type B standards, such as ISO 13849
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Machine lifecycle from a safety perspective, with risk assessment and reduction process according to [ISO12100].

[ISO13849-1] or IEC 62061 [IEC62061]. Additionally,
type C standards provide safety requirements for specific
types of machinery.

A typical machine lifecycle model and the risk assess-
ment and reduction process according to [ISO12100] is il-
lustrated in Figure 1. When a new machine is being de-
signed, the risks related to hazards arising from the
machine are to be assessed and reduced to an acceptable
level. The risk in the safety standardisation is considered to
be the combination of the probability of occurrence of harm
and the severity of that harm, harm being physical injury or
damage to health, which might occur due to a hazard. The
risk reduction can be achieved through inherently safe de-
sign, technical protective measures or lastly through infor-
mation for use [ISO12100]. When using technical protec-
tive measures, they are designed according to the relevant
functional safety standards, with additional information,
such as the required rigor of implementation, defined in
type C standards. After design the machine is taken into use
and the overall safety is validated. During the machine life-
time, there might arise a need for modification or retrofit-
ting the machine with newer technology, which can trigger
a return to the relevant lifecycle phase.

In the next two sections, relevant functional safety
standards and their requirements are discussed, as well as
the guidance they provide towards the role of security in
safety-related control systems. After, related standardiza-
tion for security of industrial control systems is discussed
in sections 2.3 and 2.4.
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2.1 GENERIC AND MACHINERY-SPECIFIC FUNCTIONAL
SAFETY STANDARDS

For the foreseeable future, the machinery sector will
remain in a situation with two applicable functional safety
standards, the ISO 13849 and the IEC 62061 (based on the
generic IEC 61508). The two machinery standards set re-
quirements for the development of safety-related control
systems for machinery. In ISO 13849 the required risk re-
duction is achieved by implementing the safety functions
fulfilling Performance Levels (PLs), built with architec-
tures corresponding to categories, while the IEC 62061
uses Safety Integrity Levels (SILs), originating from the
IEC 61508 series. Both the PLs and SILs are defined as
limits for the probability of the dangerous failure of the
safety function. In addition to the probabilistic definition,
all the standards additionally require rigorous engineering
processes to avoid systematic faults during development,
with more measures required for higher PL or SIL. The
standards provide guidelines for the development of safety-
related parts of the control system to meet these require-
ments. While both standards can be used for development
of safety-related control systems for machinery, the ISO
13849 is more hardware and structure oriented, whereas the
IEC 62061 leans more towards complex programmable
systems. [ISO13849-1], [IEC62061], [IEC61508-1]

Safety requirements
(Functional safety concept

Safety system
architecture

Safety system design

Implementation

Verification &
Validation

Safety Case

Safety Certificate

Figure 2. Typical safety system development steps

A typical safety system development process is shown
in Figure 2, loosely based on the IEC 61508. Both the ISO
13849 and IEC 62061 base on the IEC 61508, thus the il-
lustrated process applies for safety system development for
machinery in general, regardless of the specific standard(s)
being used. After the risk assessment, the safety require-
ments can be defined, with the safety functions the safety
system should implement and e.g. their required PL or SIL.
The safety system is gradually designed, starting from ar-
chitecture through design to implementation, followed by
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verification and validation against the specifications pro-
vided in the earlier phases. Throughout the process, safety
evidence is gathered, which in the end is combined in to a
safety case, which can be presented to an assessor in order
to obtain a safety certificate for the developed system.
[IEC61508-1], [IEC61508-2], [[EC61508-3]

For safety-related embedded software, as being devel-
oped in the FOLSA-project, the IEC 62061 [IEC62061] re-
quires following the requirements of IEC 61508-3
[IEC61508-3], while ISO 13489 has a similar requirement
only if the components shall comply with required PL e
[ISO13849-1]. Machinery manufacturers often need to
comply with both the machinery standards during product
development, due to varying customer and market require-
ments.

The development of safety-critical software according
to IEC 61508-3 needs to follow a strict process, which can
be modelled with the well-known V-model, where the ar-
tefacts used during the specification-phase are used as in-
puts to the next phase, for finer grained design, and to the
verification phase. The whole software is validated against
the software safety requirements specification. Once the
software has been validated and integrated into the compo-
nent or machine, the component or machine are typically
certified by a third-party. If modifications to the software
are needed (triggered by an authorised software modifica-
tion request), a proper software modification procedure
needs to be followed. The effect of the modification on the
functional safety of the system needs to be analysed. Fol-
lowing the analysis, the development process shall return
to a proper phase of the software lifecycle and all the latter
steps are to be carried out. After a modification to a com-
ponent, re-certification with the third-party is carried out
[IEC61508-3]. This traditional model of software develop-
ment for safety-critical systems poses problems for inter-
net-connected devices, which need to be constantly up-
dated to stay secure.

2.2 SAFETY AND SECURITY

With the ongoing trend of machines being intercon-
nected and online, security will have a much larger role for
the safety of machinery in the future. In neither of the cur-
rent versions of the functional safety standards for machin-
ery is security directly mentioned. The role of security in
current and future safety standardisation from a machinery
point of view is shortly discussed in this section.

The ISO 13849-1 mentions, in clause 4.6.4 (Software-
based parameterization), related to maintaining the integ-
rity of the parameterization data, that unauthorised modifi-
cation of said data shall be prevented. Additionally, clause
4.6.3 Safety-related application software (SRASW), con-
tains a requirement that access rights to modifications on
the SRASW shall be controlled. Note, SRASW refers to a
program created in a limited variability language (LVL),
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which typically would mean e.g. a PLC-program (Pro-
grammable Logic Controller), as opposed to safety-related
embedded software (SRESW) created in a full variability
language (FVL), e.g. C or C++. [ISO13849-1]

The other machinery standard IEC 62061 has very
similar requirements towards prevention of unauthorized
modification of safety-related software parameters in
clause 6.11.2 Software based parameterization. Addition-
ally, the standard has a requirement in clause 6.10.2.6, that
the software safety requirements specification shall specify
a software-based safety-related control function (SRCF) to
prevent unauthorized modification of the safety-related
electrical control system (SRECS). [IEC62061]

While the machinery specific functional safety stand-
ards do not yet contain more regarding security issues than
mentioned above, the current version of the industry agnos-
tic standard, IEC 61508, has some requirements regarding
security aspects. The requirements are more specifically in
part 1: General requirements [IEC61508-1]. Under clause
1.2, there is a requirement for “malevolent and unauthor-
ised actions to be considered during hazard and risk analy-
sis. The scope of the analysis includes all relevant safety
lifecycle phases”. Furthermore, reference to IEC 62443 se-
ries [IEC62443-1-1] is given, among other security stand-
ards, with additional sections stating that the standard does
not cover the precautions to the aforementioned unauthor-
ized actions nor does it specify the means to meet the secu-
rity requirements for a safety-related system. The require-
ment is repeated under clause 7.4.2.3, for hazard and risk
analysis, stating that if security threats are identified during
the analysis as being “reasonably foreseeable, then a secu-
rity threats analysis should be carried out”. Lastly, there is
amention in clause 7.5.2.2, referring back to the hazard and
risk analysis, stating that “If security threats have been
identified, then a vulnerability analysis should be under-
taken in order to specify security requirements”. Both the
previously mentioned clauses refer to IEC 62443 series for
further guidance. [IEC61508-1]

To summarize the requirements from IEC 61508-1,
the possible security threats are to be considered during the
hazard and risk analysis for the particular safety-related
system under development and if such threats exists, their
effects should be analysed as a basis for finally specifying
the security requirements for the system. In addition to the
requirements in IEC 61508-1, there is a single mention re-
garding security in the normative annex D of IEC 61508-3
(Part 3: Software requirements). Clause D.2.4 states that
details of any implemented security measures against listed
threats and vulnerabilities shall be listed in the safety man-
ual for a software element. [[EC61508-1], [[EC61508-3]

The Working Group 15 of the IEC Technical Commis-
sion 44 (“Safety of machinery - Electrotechnical aspects™)
is currently working on an upcoming standard IEC 63074,
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“Safety of machinery - Security aspects related to func-
tional safety of safety-related control systems”, which will,
when published, provide guidance on safety and security
for machinery, which is currently not sufficiently provided
by the functional safety standards ISO 13849 or IEC 62061.
[IEC63074]

2.3 THEIEC 62443

The IEC 62443 series, referred to by the IEC 61508-1,
is a cybersecurity standard series for industrial automation
control systems (IACS), based on existing, well-estab-
lished, security standards for generic IT systems, such as
the ISO IEC 27000 series: [ISO27000]. Other well-known
security standards exist, like the Common Criteria ISO
15408 [ISO15408]. Utilising generic IT-security standards
for industrial control systems is, however, difficult, since
the risks, related to physical processes, and prioritised char-
acteristics, typically e.g. availability versus confidentiality,
differ significantly. Other security standards and guidelines
also exist for industrial control systems, they are discussed
in the section 2.4. The focus, however, in this work is on
the IEC 62443, since it is the main security standard cur-
rently referred to by the safety standards.

The standard is developed by the International Society
of Automation (ISA), but published by the IEC as an inter-
national standard. Currently, the IEC ISA 62443 series con-
sist of 13 published or previously openly available draft
standards [ISA99]. The standards are divided into 4 differ-
ent groups: General (Parts 1-x), Policies & Procedures
(Parts 2-x), System (Parts 3-x) and Component (Parts 4-x).
In the terms of this standard series, a system is a whole
IACS, thus for machinery, the process and component re-
quirements defined in parts 4-1 [IEC62443-4-1] and 4-2
[IEC62443-4-2] are more relevant. The general parts of the
standard series provide the basis for the latter parts, thus the
discussion here focuses on the general and the component
parts of the standard series.

The IEC ISA 62443-1-1 defines the 5 Security Levels
(SLs) for the standard series: 0-4, with larger number indi-
cating an increasing level of security. The SLs are defined
based on how complex the threat is, against which defences
are provided. The SLs are [I[EC62443-1-1]:

e SL 0: No specific requirements or security pro-
tection necessary

e SL 1: Protection against casual or coincidental
violation

e SL 2: Protection against intentional violation us-
ing simple means with low resources, generic
skills and low motivation

e SL 3: Protection against intentional violation us-
ing sophisticated means with moderate re-
sources, IACS specific skills and moderate moti-
vation
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e SL 4: Protection against intentional violation us-
ing sophisticated means with extended resources,
IACS specific skills and high motivation

Another relevant concept for the discussion in this
work are the foundational requirements (FRs), which are
also defined in part 1-1 as follows [IEC62443-1-1]:

Identification and authentication control (IAC)
Use control (UC)

System integrity (SI)

Data confidentiality (DC)

Restricted data flow (RDF)

Timely response to events (TRE)

A A o

Resource availability (RA)

The IEC 62443-1-1 additionally describes a typical se-
curity lifecycle, for which the steps are shown in Figure 3.
The lifecycle is rather similar to the safety lifecycle shown
in Figure 1, with the risk assessment and reduction in the
form of security-related countermeasures. However, one
key difference is the cyclic nature of the security lifecycle.
Maintaining security requires active effort, triggered by cy-
clic reviews or by security-related events. The standard ad-
ditionally differs between the roles of product supplier, sys-
tem integrator and asset owner. In the discussion about the
dependencies between these different roles, the standard re-
fers to the VDI VDE Guideline 2182 [VDI2182-1], which,
along with the discussion about the dependencies will be
discussed further in section 2.4. [IEC62443-1-1]

[ |dentify assets Analyse threats
Cyclic/Event trigger

Determine
relevant security
objectives

Perform
process audit

Implement
countermeasures
Select
countermeasures

Security lifecycle according to [IEC62443-1-1].

Analyse and
assess risks

Identify measures
& assess
effectiveness

Figure 3.

The latter parts of the standard series derive more spe-
cific requirements from the foundational requirements.
First system requirements, in part 3-3 [IEC62443-3-3], and
then component requirements in part 4-2 [[EC62443-4-2].
Both parts 3-3 and 4-2 also map the requirements to the
targeted security level, SL-T. The part 3-2 [IEC62443-3-2]
gives suggestions for risk assessment to determine the tar-
get security level (SL-T) for a system, but not for a single
component.

The determination of the SL-T is a matter of risk man-
agement. The risk is defined in IEC 62443-1-1 as "Expec-
tation of loss expressed as the probability that a particular
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threat will exploit a particular vulnerability with a particu-
lar consequence" [IEC62443-1-1]. The part 3-2 discusses
the process of risk assessment. The IACS under considera-
tion is first divided into zones and conduits. Zones are a
physical, logical/virtual or mixed groupings of assets. In-
formation between entities inside a zone or between zones
flows through conduits [IEC62443-1-1]. A risk assessment
is performed for each zone and conduit. The process steps
provided in the standard can be summarized as: identify
threats and vulnerabilities, estimate the related unmitigated
risk and thereafter the required SL-T. Risk matrices are in-
troduced shortly in informative appendix B as a method for
mapping the assessed unmitigated risk to a target security
level. This mapping, however, is for each organisation to
determine by themselves. After identifying and evaluating
countermeasures based on this requirement, the risk should
be re-evaluated. [IEC62443-3-2] The process roughly re-
sembles the risk assessment process in ISO 12100, the main
difference being the intentional nature of the risk source,
which makes the estimation difficult.

The SL-T can also vary depending on the Founda-
tional Requirement. Some FRs, such as the resource avail-
ability or system integrity, can be considered higher prior-
ity than, for example, data confidentiality. Leaking the
machine operational data can be a minor business mishap
compared to a safety-related function failing to operate
when necessary. The part 1-1 defines the Security Level
vector format for this reason, where the SL-T is defined as
a vector, with different SL defined for each FR.
[IEC62443-1-1]

In the part 4-1, “Secure product development life-cy-
cle requirements” [IEC62443-4-1], a group of security
management processes are defined, which the product or
component manufacturer should implement. The require-
ments for the product development phase detailed in IEC
62443-4-1 very much resemble the safety system develop-
ment phases shown in Figure 2, with the standard requiring:

e  Security requirements specification: Including
product security context, threat model and de-
rived requirements

e System design according to security principles,
guidelines and defence-in-depth

e  Secure system implementation
e  Security V&V

e Additionally, maintaining product security re-
quires cyclic reviews with update and defect
management processes

If a functional safety management is in place for a ma-
chinery manufacturer, it might be natural to include the se-
curity management into the same process framework. It is
nonetheless clear, that the security aspects of a device re-
quire a more active involvement from development teams
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during the device operation lifecycle than might have been
required previously with safety devices, which might have
only required service personnel for maintenance tasks.

While the part 4-1 focuses on the security management
requirements, the part 4-2 provides the concrete technical
security requirements for an IACS product or component.
The standard lists specific component requirements (CRs)
related to each FR, and additional requirements for soft-
ware applications, or specific requirements for embedded,
host or network devices. The Annex B provides a concrete
mapping between product SL and the CRs, with an increas-
ing amount of the CRs required as the component SL in-
creases. [[EC62443-4-2]

The IEC 62443 could be considered as having a simi-
lar role for security of industrial control systems as the [EC
61508 currently has for functional safety, as a generic
guideline. The industry-specific standards, like the ISO
13849 or IEC 62061 are there to adapt the generic standards
for the needs and requirements of a specific industry. While
machinery-specific ~ guidelines  for security, like
[IEC63074] are in development, until they are published
the IEC 62443 provides a good guideline for the security
aspects of developing modern, interconnected machinery.

2.4 OTHER SECURITY STANDARDS AND GUIDELINES

In addition to the IEC 62443 series, other guidelines
exist for securing industrial control systems. Here we pro-
vide a short look into two of them. First, the VDI/VDE
2182-series, where the first part, “IT-Security for industrial
automation — General model” provides a general model for
securing industrial automation systems, and the latter parts
provide examples in utilizing the general model [VDI2182-
1], also from the point of view of a machine manufacturer
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[VDI2182-2.2]. Secondly, we shortly look into the ICS-
specific guidance provided in the NIST SP800-Series.

The VDI/VDE 2182-1 describes a procedure model,
which can be used for IT-security for industrial automation.
The procedure described is the same as the lifecycle model
from IEC 62443-1-1, previously shown in Figure 3. The
guideline additionally discusses the dependencies between
different parties: the product vendors, integrators or ma-
chine manufacturers and plant management, or the end
user. The activities of the different parties are considered in
relation to one another — technical documentation flowing
downstream from vendor towards end user, and require-
ments flowing upstream from the end user towards the
product vendor. The model of the dependencies between
the different parties, with each party going through the cy-
clical security lifecycle, be it for a specific component, ma-
chine or system, is shown in Figure 4. [VDI2182-1]

The suggested approach for the risk assessment in the
guideline is, after asset identification to create a threat ma-
trix, using a threat catalogue like [BSI18] as a basis. The
risk is estimated semi-quantitatively, where the other parts
of the guideline provide examples from the point of view
of different parties, e.g. the part 2.1 for a PLC manufacturer
or part 2.2 for a machine manufacturer [VDI2182-2.1],
[VDI2182-2.2]. The part 1 suggests using countermeasure
catalogues to identify possible countermeasures for the
threats, but no direct suggestions are provided. [VDI2182-

1]

The threat catalogues by BSI ([BSI18]) and the pro-
cedure provided in [VDI2182-1] give a comprehensive ba-
sis for assessing organisational, systems and technical
threats, but might be difficult to use for a machine manu-
facturer.
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The United States National Institute of Standards and
Technology has published several guidelines for infor-
mation security, including the NIST SP 800-30, “Guide for
conducting Risk Assessments” [NIST800-30], and the
NIST SP 800-82, “Guide to Industrial Control Systems
(ICS) Security” [NIST800-82]. In the approach provided in
NIST SP 800-30, risk tables are created for the assessed
system with threat events, threat source and its capabilities,
likelihood and impact estimates to get a final semi-quanti-
tative risk value. Representative threat events provided in
the standard. After the risk assessment, the NIST SP 800-
82 provides a list security control measures in the Annex
G, which is based on the list provided in NIST SP 800-53
[NIST800-53], modified especially for ICS. The NIST
standards provide a comprehensive, organizational and
systems point of view. It might, however, be difficult for a
machine manufacturer to apply the approach provided in
these standards. [NIST800-82], [NIST800-30]

Risk assessment approaches were already discussed in
this section, based on suggestions provided in the security
standards. The risk assessment approach in IE 62443-3-2
[TEC62443-3-2] is given from the point of view of a com-
plete IACS. The approach is also generally usable for prod-
uct or component level, but the standard does not provide
direct suggestions for example for the threat identification,
like the NIST Special publications [NIST800-82],
[NIST800-30] or the VDI guideline [VDI2182-1]. Both the
latter provide more specific guidelines, but also take a high-
level organisational and process point of view, which might
be difficult to apply when considering a single machine.
The organisational and process point of view is important,
however, assessing risk from organisational and process
point of view can be abstract and potentially misleading. It
might be easier for a machine or component manufacturer
to deploy the management processes provided in e.g. [EC
62443-4-1 [IEC62443-4-1] or a future machinery-specific
standard as part of the general quality management pro-
cesses when developing machines or machine components,
which require secure product development and mainte-
nance practices. For the technical countermeasures, which
need to be built in to the machines or machine components,
a risk assessment process is still meaningful.

3  METHODOLOGY FOR SAFETY AND SECURITY CO-
ASSESSMENT

The previous section discussed relevant safety and se-
curity standardisation, and the related risk assessment ap-
proaches for each of the respective aspects. However, since
the safety and security aspects of an interconnected ma-
chine are intertwined, the risk assessment should consider
both aspects together, not separately. In this section we will
introduce methodology suggested in literature for safety
and security co-assessment.

A recent comprehensive survey of integrated safety
and security assurance approaches and risk assessment
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methods can be found in [KPB+15] and [CHP+17], respec-
tively. In this work we summarize selected methods, which
could be considered as easily adoptable for the machinery
industry.

The threat matrix from VDI 2182 [VDI2182-1] and
the risk tables in NIST SP 800-30 [NIST800-30] resemble
closely the traditional tables used in failure mode and ef-
fects analysis (FMEA) [IEC60812], originally developed
for reliability, but widely used for safety systems develop-
ment and machinery risk assessments. [Raull]

Schmittner et al. suggested an extension to FMEA,
called FMVEA, the failure mode, vulnerabilities and ef-
fects analysis [SGP+14]. In FMVEA the analysed system
is considered physical or software component at a time, like
in traditional FMEA, where both the possible failure and
threat modes of the component, their possible local and sys-
tem wide effects are considered. Thus, for the initial trig-
gers, the failure or threat modes, safety and security are
considered separately, their effects can be combined in to
cause-effect chains, which negatively affect the system.
Whereas for the failure modes the failure rates can be esti-
mated probabilistically, the likelihood of the threat modes
is estimated semi-quantitatively. For each threat mode, the
approach relies on analyst expertise to identify possible
vulnerabilities. Similar to using pre-defined component
failure modes, like those supplied in e.g. Annex A of
[IEC61508-2], Schmittner et al. suggest using the STRIDE
threat modelling framework as a guideline for the threat
modes. [SGP+14]

The STRIDE threat modelling framework was origi-
nally developed for the Microsoft Security Development
Lifecycle [HLO06], for IT-systems, but has been recently
suggested also by e.g. in [KML+17] for threat modelling of
cyber-physical systems. The STRIDE is an abbreviation of
the following threat modes [HLO6]:

e Spoofing: Masquerading of a legitimate user,
process or system element

e Tampering: Modification/editing of legitimate
information

e Repudiation: Denying or disowning a certain
action executed in the system

e Information disclosure: Data breach or unau-
thorized access to confidential information

e Denial of Service (DoS): Disruption of service
for legitimate users

e Elevation of privilege: Getting higher privilege
access to a system element by a user with re-
stricted authority

The STRIDE approach is based on analysing a Data
flow diagram (DFD) of the studied system. The system and
its information flows are depicted as entities, processes,
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data flows and data stores. An example DFD for the
FOLSA system is shown later in section 5, Figure 7. Fur-
ther examples can be found e.g. in [KML+17] or [HLO6].
Not all DFD elements are susceptible for all the threat
modes, the susceptibility can be mapped as shown in Table
1.

Table 1.  Mapping STRIDE to DFD elements [HL06]
DFD Element S T R 1 D E
Entity X X
Data flow X X X
Data Store X X X X
Process X X X X X X

The FMVEA could be a natural approach to include
security considerations for machinery manufacturers, who
likely already utilise a traditional FMEA for safety analy-
sis. It is then up to the manufacturer to map the calculated
risk values to the SL-T.

As noted also in [SGP+14], the FMVEA has similar
limitations as the traditional FMEA, as a bottom up analy-
sis method, focusing on single causes of an effect, meaning
that longer causal chains of events might be overlooked.
They suggest combining the FMVEA with the approach
described by Steiner and Liggesmeyer in [SL13], where
they combined Attack trees ([Sch99]) with Component
fault trees ([KLMO3]), which are a modular approach to
traditional fault tree analysis (FTA, [IEC61025]). This ap-
proach, called the extended component fault tree (ECFT)
could also be considered easily adoptable for machinery
manufacturers already familiar with FTA.

Another possibility for finding complex causal chain
of events could be to use the more recent systemic ap-
proaches, for example the Systems-theoretic process anal-
ysis (STPA), originally suggested by Leveson [Levl1]. In
STPA the studied system is modelled as a hierarchical con-
trol structure, which is used as a basis to find unsafe control
actions, against which further design control or other miti-
gation measures can be implemented. Due to the back-
ground in systems theory, STPA is better suited to detect
complex causal chains in modern software-intensive sys-
tems. [Levll1]

STPA is originally a safety analysis method, but has
been further extended for security analysis, STPA-Sec, by
Young and Leveson in [YL14] and for safety and security
co-analysis, STPA-SafeSec, recently by Friedberg et al. in
[FMS+17]. Temple et al. suggested a hybrid approach,
combining the STPA-Sec with FMVEA in [TWC+17]. The
STPA-based methods are more recent and promising, but
have not been widely applied in machinery so far, and
might be more difficult to adopt.

Of the methods discussed here, the FMVEA seems to
be the most suitable for adoption for machinery industry.
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The security assessment bears resemblance to the other ap-
proaches in [NIST800-30] and [VDI2182-1], but utilising
the STRIDE threat modelling framework [HLO6] instead
of large threat catalogues should make it more approacha-
ble, while still providing a comprehensive approach.

4  SAFETY AND SECURITY CO-ASSURANCE APPROACH
FOR MACHINERY

In this section we suggest an updated machine lifecy-
cle model, with the basis in the traditional lifecycle model
discussed in section 2 and shown in Figure 1, but integrat-
ing the cyclic approach from the security standardisation.
Additionally we discuss a possible approach for machine
safety and security risk assessment and reduction based on
the FMVEA method and the IEC 62443-standards.

4.1 MACHINE LIFECYCLE MODEL

The updated machine lifecycle model is shown in Fig-
ure 5. When a new machine is being designed, the related
risks should be assessed and when necessary, the risks
should be reduced. For machinery equipped with commu-
nication interfaces, also the security aspects should be con-
sidered. Considering the machine as a cyber-physical sys-
tem, first both the physical and the digital limits of the
machine need to be determined. Afterwards, both the haz-
ards and threats of the machine should be identified and the
related risk estimated and evaluated. Some threat modes
might not affect the safety of the machine, but it is im-
portant to recognise the interconnections, for example
whether some of the threat modes can lead to safety inci-
dents or whether the safety and security requirements col-
lide with each other, the possibility of which was discussed
e.g. in [KPB+15].

If risk reduction is deemed necessary, the guidance for
the technical countermeasures can still refer to respective
safety or security standards. Some of the countermeasures
or mitigation techniques might be similar, for example the
measures detailed for the 3™ FR, System integrity in
[IEC62443-4-2], e.g. integrity checks on the software or in-
put validation, are similar to techniques often used for
safety-related software. In Figure 5, the 3-step method from
[[SO12100] is shown for safety risk reduction, but only
technical protective measures and information for use are
considered for security, as it is difficult to see how the con-
cept of inherently safe design could translate to security. If
new hazards or threats are introduced due to the imple-
mented measures, the assessment and reduction process
should be repeated until no more new hazards or threats are
found. An example of new threats arising from risk reduc-
tion could be e.g. the introduction of a safety-related con-
trol system to implement some supervisory functionality,
which is equipped with communication interfaces and they
will be used in the application. In this case the threat modes
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Figure 5.

related to the safety-related control system need to be as-
sessed alongside the failure modes and the risks reduced
when necessary.

Another addition to the lifecycle model are the cyclic
security reviews and incident response during machine op-
eration, based on the security management principles from
[IEC62443-4-1] and the cyclic lifecycle model from both
the [IEC62443-1-1] and the [VDI2182-1]. In order to main-
tain the security of a machine or machine component over
its lifetime, the security assessment should be cyclically re-
viewed and updated when necessary. The re-assessment
might also be triggered as a response to security incidents.
If an update or other type of modification is required, it trig-
gers a return back to the relevant part of the design process.
If the security issue is directly in a safety-related part of the
control system, modification might require the modifica-
tion process described in section 2.1. This might be tied to
high costs. At the moment the safety standardisation is not
very flexible in terms of supporting quick modification pro-
cesses, providing good grounds for separating the commu-
nication parts of the safety-related system from the parts
directly participating in the safety functions. If the commu-
nication parts can be considered separate, the modification
processes for security updates are easier.

4.2 RISK ASSESSMENT & REDUCTION

The machine risk assessment can be done by using the
e.g. FMVEA method [SGP+14]. The FMVEA can be ad-
ditionally augmented with further measures like the ECFT
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[SL13] or STPA-SafeSec [FMS+17] in order to identify
longer cause-effect chains.

Following the risk assessment, the risk related to haz-
ards arising from the machine are reduced using the 3-step
method from ISO 12100 [ISO12100]. If technical protec-
tive measures are utilised in the risk reduction, relevant
functional safety standards should be consulted in the
safety system development, e.g. the ISO 13849
[ISO13849-1]. For the amount of required risk reduction,
the type C-standards or e.g. the risk graph or risk matrix
methods for determining the required PL/SIL from
[ISO13849-1] or from [IEC62061], respectively, still ap-

ply.

Additionally, for the risks related to security issues, a
single machine can be considered as a product in terms of
the IEC 62443-series, and the guidance provided
[IEC62443-4-1] and [IEC62443-4-2] 4-2 can be applied.
For mapping the STRIDE threat modes to the IEC 62443
FRs, the mapping shown in Table 2 can be used. The table
shows the original mitigation techniques according to
[HLO6] adopted to the FRs according to [IEC62443-1-1].
Originally, [HL06] does not provide direct mapping be-
tween timely response to events to the STRIDE thread
modes, the SL-T for the TRE can be estimated based on the
overall SL-T for the system. The estimated risk for each
threat related to the machine or machine component being
analysed can be tied to the relevant FRs based on the
STRIDE threat mode used as a model for that threat. The
estimated risk can be mapped to a required SL-T, like sug-
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gested in [[EC62443-3-2]. The SL-T vector can then be de-
rived from the worst case SL-T related to each FR. An ex-

ample of this mapping is shown in the next section.

Table 2. Mapping STRIDE threat types to IEC 62443 FRs.
Threat type | Mitigation technique
(STRIDE) SDL [HL06] | TEC 62443 FRs
Spoofing Authentica- Identification and authenti-
tion cation control (IAC)
Tampering Integrity System Integrity (SI)
Repudiation | Non-repudia- | Identification and authenti-
tion services cation  control  (IAC)
User control (UC)
Information | Confidential- | Data confidentiality (DC)
disclosure ity
Denial  of | Availability Resource availability (RA)
Service Restricted data flow (RDF)
Elevation of | Authorization | User control (UC)
privilege System Integrity (SI)

As part of the risk reduction process, it can be consid-
ered, whether e.g. the machine manufacturer implements
all the necessary measures to reach the SL-T obtained as a
result of the risk assessment, or whether the risk reduction
is only partially implemented and the remaining risk is in-
formed to the end user. It is then up to the end user and their
respective risk assessment to consider whether additional
risk reduction measures are necessary or require the further
countermeasure implementation from the supplier.

In the next section, we show a short example of the
suggested risk assessment approach with FMVEA and the
mapping to IEC 62443 FRs for the project FOLSA.

DOI: 10.2195/lj_Proc_kivelae_en_201811_01
URN: urn:nbn:de:0009-14-47466

5 EXAMPLE OF SAFETY AND SECURITY CO-ANALYSIS
IN PROJECT FOLSA

In this section, a short simplified example is discussed
for the FOLSA controller. The FOLSA unit and an exam-
ple generic end application system structure is shown in
Figure 6. The safety-related subsystem of the FOLSA con-
troller is based on the HICore 1-safety system-on-chip
(SoC) [HMS+14], with internal redundant safety architec-
ture and a separate communication CPU. In the FOLSA
controller the safety-related subsystem is additionally cou-
pled with a non-safety-related subsystem, which utilises a
commercial off-the-shelf SoC to act as a secure gateway for
the safety system as well as execute non-safety-related
functionality, which can be either control tasks or e.g. con-
dition monitoring. The safety-related subsystem communi-
cates to the non-safety-related subsystem through a directly
connected serial bus, which can also be used for direct con-
nection to a maintenance PC for e.g. setting safety-related
parameters. The safety-related subsystem can be connected
to other FOLSA units for safety-related common functions
utilising the CAN-interface or to CAN-connected sensors
or actuators. Direct IO controls for the locally supervised
process can be directly connected to the safety CPU, the
CAN-communication happens over the communication
CPU. The non-safety-related subsystem is ideally com-
municating locally with other systems to share operational
data, or sharing condition monitoring data to a
cloud/backend server system over GSM network.

Maintenance PC
(direct connection)

-
| FOLSA Unit

[ Safety card

Non-safety card

4—‘ | HiCore 1
|

Private local network

I Other FOLSA units
(CAN: wired ﬂe\dbusl)
CAN Sensors,
Actuators

Safety CPUs

DPRAM

Private lochl network
(Serial bus)

Communicati
on CPU

COTS SoC

Private local network (direct wiring: logical or analog signals)

Sensors, Actuators

Figure 6.
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A simplified DFD of the system structure is shown in
Figure 7, with the previously explained functionality and
communication shown as external entities, processes, data
stores and flows. The zones and conduits concept from
[IEC62443-1-1] can be considered through the shown trust
boundaries and the data flows.

For assessing the security risk, the approach from
[SGP+14] is used. For each threat, the attack probability is
estimated semi-quantitatively as a sum of threat properties
and system susceptibility, which are estimated as follows
[SGP+14]:

e  Threat properties =
Attacker motivation + Capabilities

e Attacker motivation: 1 = opportunity target,
2=mildly interested, 3=main target

e  Attacker capabilities: 1=low, 2=medium, 3=high

e  System susceptibility =
Reachability + Unusualness

e Reachability: 1=no network, 2=private network,
3=public network

e  Unusualness: 1=restricted, 2=commercially
available, 3=standard
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Example simplified data flow diagram of the FOLSA system in generic end application environment.

As a result, the estimated attack probability will be a
value between 4 and 12. Additionally the severity of the
threat is estimated on a scale of 1-4, which are insignificant,
marginal, critical and catastrophical, respectively. Threats
which affect the system safety should be estimated critical
or catastrophical. This can depend on the criticality of the
supervised process.

The risk is the product of the estimated attack proba-
bility and threat severity. An example mapping between the
estimated risk and the SL-T is shown in Table 3. As a basis
for the mapping, it was assumed that if the system being
analysed includes safety-related control systems, which
might be affected by security-related aspects, the minimum
SL should be at least 1. Additionally, the attacker was as-
sumed to be a skilled adversary with moderate resources at
worst, limiting the maximum SL to 3, as SL 4 would mean
defending the system against an adversary similar to a na-
tion state, which was not deemed reasonable expectation
for machinery.

Table 3.  Mapping the estimated security risk to SL-T
Risk SL-T
<15 1
15-23 2
>=24 3
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Table 4.  Example of FMVEA
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. . . g Hacker:
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Attacker Insider:
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Communi- | Insufficient vated access | safety sys- | Possible Hacker:
cation pro- | input valida- | to non- | tem inter- | loss of 3
E | cesses tion safety card face safety 4 4 7 28 | 3 UG, SI

The risk limits were determined based on the SL defi-
nitions. SL 2 means protection against intentional viola-
tion, but with low resources, motivation and generic skills.
This can be estimated as threat properties: 3 (motivation: 2,
capabilities: 1), for any system: susceptibility: 2, resulting
in at worst critical severity: 3, resulting in estimated risk of
15. This value was taken as the lower limit for SL-T of 2,
lower risk results in SL-T of 1. For SL 3, a threat property
score of 5 was assumed, which corresponds to high capa-
bility attacker with mild interest or medium capability at-
tacker taking the machine as the main target. While retain-
ing the other values, this results in risk of 24, which was
taken as the lower limit for SL-T of 3.

An example of selected STRIDE threat modes for se-
lected system components is shown in Table 4. The rele-
vant STRIDE modes were applied to the data flow “opera-
tional data” between the non-safety card and the external
entities in the system. The threat modes related to the data
flow were not considered safety-critical, but the system in-
tegrity, confidentiality or reliability can be affected. As an
example of a threat mode resulting in possible loss of
safety, the elevation of privilege threat mode applied to the
communication processes running on the safety card is
shown as last in the table. Elevation of privilege on the non-
safety card grants the attacker access to the safety system
interface, which might lead to loss of safety, thus resulting
in high severity. For all the cases, the attacker capabilities
were considered low or medium, depending on whether the
attacker is an insider or not, with the device assumed as not
being the main target of the attack. As a summary of just
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the risk assessment shown here, the SL-T for FRs Use Con-
trol and System Integrity would be 3, for Resource Availa-
bility and Restricted data flow 2, and for Data Confidenti-
ality 1.

6 CONCLUSIONS

In this work we have provided an extensive overview
of current safety and security standards, and based on the
overview, suggested an updated machine lifecycle process
model, considering both safety and security. Additionally,
we discussed a possible approach for safety and security
risk-assessment and reduction, based on the standards and
co-assessment methods suggested in literature, and illus-
trated the approach with a short example. The suggested
approach might need adjustments as the machinery stand-
ards are updated. The discussion in this work was mainly
based on the FMVEA-method, whereas in the future also
the other discussed methodology should be studied further
in a machinery context.

The presented work in the context of the project
FOLSA is based on an on-going research project, the as-
sessment results described in this work are not final esti-
mates. Additionally, the technical design and implementa-
tion for the FOLSA platform is still ongoing.
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