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ntralogistic applications require ever more degrees of

freedom for the realization of complex processes. Use
of modern technologies in the control of these applications
enables human-machine cooperation and interaction.
The requirements to the safety of these applications in-
crease together with the complexity. A concept for a new
safety controller targeting these applications is illustrated
in this work. The compact and loT-enabled concept con-
troller will be suitable for the implementation of safety
functions especially for material handling devices.

[Keywords: intralogistics applications, safety controller, Inter-
net of Things, security]

ntralogistische Anwendungen benétigen immer mehr

Freiheitsgrade zur Austibung komplexer Vorgange.
Der Einsatz moderner Technologien zur Steuerung sol-
cher Anwendungen ermdglicht die Zusammenarbeit und
die Interaktion zwischen Mensch und Maschine. Die An-
forderungen an die Sicherheit dieser Anwendungen stei-
gen mit Zunahme der Komplexitét. In dieser Arbeit wird
das Konzept einer neuen Sicherheitssteuerung fur den
Einsatz in solchen Anwendungen dargestellt. Die kom-
pakte und loT-féahige Steuerung eignet sich fur die Imple-
mentierung von Sicherheitsfunktionen, besonders fir
Fordermittel der Intralogistik.

[Schlusselwérter: Intralogistikanwendungen, Sicherheitssteue-
rung, Internet der Dinge, Security]

1 INTRODUCTION

Intralogistics systems are subject to the Machinery Di-
rective 2006/42/EG [EUQ6]. The easiest way to fulfill the
requirements of the Machinery Directive is the utilization
of a type C product standard conforming to it, which also
describes the emanating risk. If a type C standard is not
available, the machine producer has to use a generic type B
standard and perform the risk assessment for the overall
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system. To fulfill the safety requirements for such applica-
tions, generic safety control systems are used. For the de-
velopment of an electronic system, the standards DIN EN
ISO 13849-1 [DIN16a] or DIN EN 62061 [DIN16b] give
the parameters to the functional safety in safety levels, the
Performance Level (PL) and the Safety-Integrity Level
(SIL), and how to reach them [DIN16a, DIN16b]. For in-
tralogistic systems, the required PL or SIL is normally not
as high as in other factory automation sectors, often a safety
level of PL c or PL d, or SIL 2 is sufficient.

In this work, a concept for a compact safety controller,
targeting especially intralogistic applications, is presented.
In chapter 1, the state of the art in safety control systems is
presented and motivation for the concept is given. Chapter
2 presents the concept device hardware, software and com-
munication concepts in more detail. In chapter 3, potential
target applications for the device are presented as a further
motivation and to provide a basis for the requirements for
such a device for further research work. Chapter 4 con-
cludes the work and in chapter 5 future research work is
discussed.

1.1 STATE OF THE ART IN SAFETY CONTROL SYSTEMS

Safety control systems can be roughly divided into
safety devices and safety controllers, where safety control-
lers are also available as integrated systems with a non-safe
part.

Safety devices have a fixed Boolean logic which can
sometimes be parametrized over switches. They are often
rated based on the price and required space per digital 10
point. To reach a more complex Boolean logic a combina-
tion of multiple safety devices is necessary, which need to
be hard-wired. The infrastructure of systems built with
safety devices represent in most cases a central system ar-
chitecture.
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On the other side there are safety controllers, which
are available as compact or modular systems, where the
logic can be programmed according to [DIN14b]. The sys-
tem can also be decentralized using remote 10 components,
which are connected over safety fieldbus systems. Due to
their range of functions these systems are quite expensive.

Both types of safety systems are usually designed to
run inside an electric cabinet, where they are rail-mounted
and supplied by an external 24V power supply. Moreover,
they are normally engineered with a “top-down-approach”,
which means that they are designed to fulfill the highest
safety requirements according to [DIN16a] and [DIN16b]
and can also be used for applications with lower require-
ments. The development and certification of such systems
is very time- and cost-intensive.

1.2 MOTIVATION

According to [Baual2], half of the fatal accidents in-
volving work equipment occurring in the period from 2001
to 2010 happened in the material handling devices field,
especially with vehicles, cranes and forklift trucks, as
shown in Figure 1. Therefore, there is an increasing need in
automating the monitoring and controlling of the applica-
tions, in which such devices are being used. Thus, the reli-
ability of these systems can be increased and the risk of hu-
man failure causing a fatal accident is greatly reduced.

Moreover, with the Industry 4.0 revolution
[BMWi16], where as many tasks as possible are being re-
alized by machines but still in cooperation with humans,
poses great challenges for safety controllers. The safety of
the workers depend greatly on the safety controllers of the
machines. With the increased interconnection between ma-
chines and of the machines to the Internet, security is also
of paramount importance to safety controllers in the future.

forklift
A others

cranes

vehicles

Overview on amount of accidents with different
work equipment between 2001-2010 [Baual2]

Figure 1.

Since modern intralogistics systems, such as auto-
mated guided vehicles (AGV), require a high flexibility in
usage and have only limited space for safety systems, nei-
ther of the presented safety control systems are a good fit
for these kinds of applications. To reach that flexibility for
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autonomous systems, the human-machine-interface (HMI)
gets much more important, as shown in research projects
like [Tre13]. For human-machine cooperation to be viable
in the near future, the barricade between them has to disap-
pear. Thus the usage of intelligent safety control systems is
essential.

The pursued approach here is to create a non-oversized
safety controller, which satisfies the safety requirements of
most of the intralogistic applications (“bottom-up-ap-
proach”). Simultaneously, the controller will also be able
to provide the interconnectivity and newer technologies re-
quired for the Internet of Things (10T), which are usually
not covered by safety control systems on the market. The
concept, as derived from this basis, is discussed next.

2 CONCEPT

In this section, the basic ideas of the HiPi concept and
how the hardware and software designs could look like will
be explained. A main principle of the design is the separa-
tion of the safety-related parts of the device from the non-
safety-related parts. This principle is carried through the
hardware to the software and the communication concept.
The principle provides flexibility for the whole device,
while avoiding the need for re-certification of the safety
functions if changes to non-safety-related sections are re-
quired.

The safety-related and the non-safety-related parts
need to be able to communicate with each other, however,
to be able to provide functionality such as for example the
displaying of operational information or the possibility to
securely set the parameters of the safety functionality over
a web-interface running on the non-safety-related section.
For this purpose, a communication interface will be de-
signed and certified alongside the safety-related section of
the device.

2.1 HARDWARE

The hardware on the HiPi will be separated into safety-
related and non-safety-related parts. Safety-related func-
tionality will be running on an individual multicore Sys-
tem-on-Chip (SoC) and the non-safe functionality on a sep-
arate SoC. The SoCs will be physically separated on to their
own respective printed circuit boards (PCBs). The PCBs
with the SoCs will be the core of the device, but an addi-
tional PCB is needed for interface-electronics and a power
supply. The hardware architecture of the concept is shown
in Figure 2.

The non-safe PCB will be a custom board inspired by
popular single board computers such as the Raspberry Pi.
The main chip on the non-safe PCB can be any commercial
SoC, which is capable of running a variant of the Linux-
operating system (OS). The goal is to be able to take ad-
vantage of the ecosystem around the Linux-running single-
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board computers, while creating custom hardware, suitable
to be used in an industrial environment. The non-safe cir-
cuit board should include interfaces for internet-communi-
cation through LAN and WLAN. Additionally, the hard-
ware should provide interfaces for implementing non-safe
functionality, such as connecting cameras or other sensors
to the device using for example RS485, SPI or USB-
interfaces.

Safety PCB Non-safe PCB

HiCore 1 Non-safe CPU(s)

Safety SoC Commercial SoC

o
—
©
o

2
o)
Al

©
—_
©
o

@

Power supply & interface electronics PCB

Figure 2. HiPi hardware architecture block diagram

Multiple safety certified microcontrollers or SoCs are
available on the market, where a certified safety OS and
firmware are supplied in addition to certified hardware.
Different suppliers include for example Renesas Electron-
ics Corporation [Renesasl6], NXP Semiconductors
[NXP12] or Texas Instruments [T116]. The safety concept
as discussed here will be based on the HICore 1 safety SoC
[Hay14], which consists of two safety central processing
units (CPUs) in a fully redundant 1002D architecture and a
communication CPU providing black channel communica-
tion inside a single chip. The name of the HiPi-concept
originates from the idea of combining the HICore 1 with a
Raspberry Pi. The HICore 1 includes a large amount of the
required functionality for safety applications on-the-chip.
However, additional interfacing electronics still need to be
provided around the chip. These will be included on the
safety PCB.

The safety SoC and surrounding hardware will remain
fixed throughout the product lifetime, as the components
are supplied for industrial use and thus have guaranteed
long product supply cycles, and will be available long in
the future. The safety certification will only be done to the
safety PCB and the interfacing electronics. The non-safe
PCB will include commercial components, which will not
have as long supply cycles. The concept is such, that this
commercial hardware can be updated to newer components
in the future, while not affecting the certification of the
safety hardware, since that and the interfacing electronics
will remain fixed.

The safety PCB interfaces will include a dual CAN-
interface, Ethernet-interface for flashing the safety CPU
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and a standard RS485-interface for connecting additional
sensors, such as RFID systems. Since HICore 1 doesn’t
have analog inputs (Al), the available SPI-interface is used
to connect an analog-to-digital converter (ADC) chip for
realization of the required Als. In addition, the safety PCB
will include digital inputs and outputs (DIO), which can be
utilized for digital +24V signals, or for implementing relay
outputs on the interface electronics board. HICore 1 also
has counter inputs (CI) which will be used to connect e.g.
incremental rotary encoders in the variants up to three
quadrature counters. Safe fieldbus communication can be
implemented over a single CAN-connection using CANo-
pen Safety [DIN16c]. Other possibility for achieving re-
dundant communication will be by using both CAN-
channels physically separated. The non-safe and the safety-
PCBs will be able to communicate to each other over a
fixed board-to-board interface, which will be created and
certified over the device creation. The communication con-
cept is discussed in more detail in section 2.3.

The HICore 1 is a cost-efficient and compact solution
for limited size safety applications, but it also poses a limi-
tation to the capabilities of the safety functions the HiPi will
be able to perform. The safety CPUs are based on an 8-bit
architecture with a clock-frequency up to 135MHz
[Hayl4]. The safety applications will be run as single
threads on both the safety CPUs on top of the safety OS and
firmware. This limits the complexity and reaction times
possible to achieve with the device, but the authors are con-
fident that it will be a suitable and flexible platform for
most required safety functions in the target application field
of material handling devices.

2.2 SOFTWARE

The HiPi will not be a programmable logic controller
(PLC) as such, since the application implementation will
be done using programming languages such as embedded
C++ [Pla97] on the safety CPUs, and C/C++ and Python
on the non-safe CPUs instead of the standard PLC-
programming languages according to [DIN14b].

In terms of software, both used platforms are consid-
ered independent and running non-reactive to each other.
This means, that a safety application will be running on the
safety CPUs in parallel to a standard program on the non-
safe CPU and if something happens to the non-safe CPU
the safety functions will still be executed (see also Figure
2).

Figure 3 presents all three programmable units of the
HiPi: the safety CPUs running the safety-related applica-
tion program, the communication CPU and the commercial
SoC running Linux-OS-based software. The communica-
tion CPU program will be fixed and allows the communi-
cation over all the planned interfaces. The configuration of
the interfaces can be done over the safety application pro-
gram. Different safety functions will be available as tem-
plate programs for different types of applications, where
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the controller is planned to be utilized (see chapter 3). The
different applications can then be easily downloaded via
the programming interface to the safety CPU. Therefore,
the controller can be implemented on demand, according to
the Plug & Play concept, providing high flexibility to meet
the current industry requirements. The safe software is ar-
chitecture-dependent, since the several safety SoC suppli-
ers do not use the same processors for their systems and the
underlying OS and firmware will also be supplier-depend-
ent.

On the other hand, the non-safety-related software will
be implemented in a high-level programming language,
such as Python, on top of the Linux-based OS, separating
it from the underlying hardware. Thus, it can be easily
transferred to upgraded hardware and OS in the future with
reduced workload. Therefore, the availability problem re-
lated to consumer electronics, which are not guaranteed to
be in the market as long as industrial products, is solved.
Moreover, a significant part of the non-safety-related soft-
ware will not be application specific, which will allow soft-
ware re-use between different target applications.

While the access to the 10T is provided via the non-
safe platform, security measures are required in order to
prevent the influence of external parameters on the safe ap-
plication. Thus, the information flow between the two plat-
forms — especially from the non-safe to the safe part — is
monitored, assuring that the transferred data is correct and
reliable. The communication concept is introduced in more
detail in the next section.

2.3 COMMUNICATION CONCEPT

The HiPi system is characterized by an internally sep-
arated PCB design. To implement a board-to-board inter-
face between the safety PCB (HICore 1) and non-safe PCB
(commercial SoC), which enables communication between
the safety- and non-safety-related parts while maintaining
separation and independent operation, the architecture
shown in Figure 3 will be used.

The HiCore 1 consists of a safety processor and a com-
munication processor, which are linked by a Dual-Ported-
Ram (DPRAM). The communication processor contains
several communication interfaces, for which the function-
ality can be programmed according to application need,
which are: an Ethernet interface, two UART based inter-
faces (RS232 and/or RS485), a SPI and two CAN inter-
faces, where the CAN interfaces are not in focus for the
board-to-board communication. Ethernet is a modern tech-
nology but has an oversized frame for the amount of ex-
changed information and is security sensitive. The UART
allows a simple asynchronous serial communication with a
small communication frame. The SPI is very fast and is
based on a Master-Slave communication. The HlCore 1
firmware includes SPI master functionality. Commercial
SoCs with Linux OS also typically provide SPI functional-
ity as an SPI master, but not as an SPI slave. Thus, it would
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be necessary to implement SPI slave functionality for one
of the systems. Therefore, UART is the most attractive in-
terface for the board-to-board communication.

HiCore 1 — Safety SoC

Safety CPUs

Dual-Ported-Ram

Communication CPU

Commercial SoC

Board-to-board communication architecture with
possible implementations

Figure 3.

The next functionality is safe communication between
multiple HiPi devices, like introduced in the subsection
“Hardware”, is visualized in Figure 4 and Figure 5. The two
CAN interfaces from the HICore 1 will be used directly. A
CANopen Safety communication stack will be imple-
mented over them. The validation of the safety information
will take place inside the safety CPUs.

CAN bus

Figure 4. Safe communication network with a single CAN

bus

The redundant CAN bus, as shown in Figure 5, can be
used to increase the availability of the HiPi network. It can
also be used to separate multiple single CAN bus networks
(non-safe). Due to the performance restrictions of the HIC-
ore 1, especially due to the amount of available memory,
the number of CANopen Safety participants cannot be as
high as the limit of 63 given by the standard [DIN16c].

The last important feature of the HiPi is security in loT

context. The Linux based commercial SoC has ideal condi-
tions to realize a secure gateway for the system. One
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planned feature which is currently not state of the art in
safety controllers is the possibility to access the system via
a unique IPv6 address. Another security feature is to define
algorithm based user access, so that the login information
is changing continuously. These features are normally only
possible over an external router or gateway and now di-
rectly available over the safety controller.

HiPi #1 HiPi #2 HiPi #n

! CAN bus #1

! CAN bus #2

merrrs e raans e nnh wrnfnrnnnne

Safe communication network with a redundant
CAN bus

Figure 5.

3 APPLICATIONS

Typical applications, where the HiPi could be utilized,
will be discussed next. The device will be suitable for, for
example, supervising the safety of the motion along a sin-
gle axis. Therefore, to monitor multiple axes, multiple de-
vices would be used. These devices could then implement
larger-scale safety functions decentrally by communicating
with one-another through a safe communication medium.
Main example here will be possible safety functions in
crane applications. Other possible applications from the
field of material handling devices are also discussed.

3.1 SAFETY FUNCTIONS IN CRANE APPLICATIONS

Functional safety requirements for crane applications
are defined by a combination of several type C standards,
such as [DIN10], [DIN13] and [DIN14a]. The combined
requirements from these standards can be derived for the
safety-related parts of the control system, for devices which
are electronic or programmable, as follows:

e Standard control systems: PL c and at least cate-
gory 2.

e High-risk applications: PL d and at least cate-
gory 3.

The resulting device is to be suitable for both standard
and high-risk applications, thus it needs to be able to reach
PL d and at least category 3.

According to [DIN13], the control system of a crane
shall implement the following safe functions, unless they
are eliminated by other means:

e Overload protection
e Limiting of relevant motions

e  Emergency stop
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e  Overspeed control for variable speed hoisting
drives

HiPi will be a suitable device for implementing each
of these functions for a specific movement. Overload and
overspeed protection are discussed further as examples in
the following sections. Additionally, possibilities to imple-
ment other safety functions by co-operation of multiple
units is discussed shortly. The applications are discussed in
this section with the focus on the functional safety part. For
all the crane applications, the non-safety-related part of the
HiPi can be utilized for different functions, such as provid-
ing a web-based interface to the device, perform non-safety
related control functions or provide data logging of the op-
eration of the crane or hoist.

Especially in small hoists, the space available in the
electrical cabinet is often very limited. Small size is a strict
requirement for safety controllers in these applications,
rendering the HiPi to be especially suitable.

3.1.1 HOIST OVERLOAD PROTECTION

Overload protection is required for all size hoists. In
smaller hoists, dual-speed induction motors with contactor
controls are still the most typical solution. This is due to a
combination of low dynamic requirements and user prefer-
ence for simple operation and high robustness and reliabil-
ity. In hoists for heavier loads or for applications where bet-
ter dynamic performance is required, frequency converters
are used.

The implementation of the overload protection de-
pends on the hoist control concept. HiPi will be suitable for
implementing the overload protection for a contactor con-
trolled hoist drive with safe digital 1/0 or for a frequency
converter driven hoist there will also be a possibility to im-
plement the function using safe fieldbus communication
between HiPi and the frequency converter.

An example architecture for overload protection, ful-
filling PL d and category 3 is illustrated in Figure 6. HiPi
receives the hoist control signals, from a source such as a
pendant or a radio controller, as digital input signals. In ad-
dition the main contactor control signal is supplied through
the device. The main contactor is responsible for supplying
the mains voltage forward to the motor contactors, which
further also supply the brake contactors. The hoist load is
supplied to the HiPi using redundant load sensors, which
are typically strain gauge-based, but other sensor types can
be used. The outputs from the device are the control signals
forward to the hoist and also the control signal for the main
contactor. If the hoist load is higher than a previously set
limit, running upwards is no longer permitted.

Internally the HiPi processes the input signals using a
dual-channel architecture, where the control and contactor
inputs, as well as the separate load sensor inputs, are pro-
cessed individually by both CPUs. To fulfill category 3, the
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CPUs need to supervise each other. The redundancy in the
actuators is achieved by controlling and receiving feedback
from both the main contactor and the hoist control contac-
tors supplied by it.

———y

L Load J» Hipi
sensors {

It

Contactor status
Figure 6.  Architecture for hoist overload protection: Hoist

with contactor control.

An example list of required interfaces for this applica-
tion architecture would be:

e Load sensors: 2 differential analog inputs

e Hoist controls: 3 digital inputs, hoist up &
down, fast speed activation

e  Main contactor control in: 1 digital input

e Hoist & main contactor control out: 4 digital
outputs

o Feedback for contactor status: 2-5 digital inputs.
Depending on the wanted functionality, the
main contactor and the motor contactors’ feed-
back can be put in series and supplied to a sin-
gle input. In the case of a dual brake contactor,
these can likely be serialized as well.

Additionally other 10 will likely be wanted for addi-
tional functionality, but listed here are the required 10
points for the core function.

An example architecture for hoist overload protection
for a frequency converter driven hoist is illustrated in Fig-
ure 7. The difference to the contactor controlled hoist is that
the frequency converter, supplied through the main contac-
tor, is now responsible for controlling the hoist motor and
the brake. The communication between the HiPi and the
frequency converter in the figure can be implemented using
safe communication over a fieldbus, such as CANopen
Safety [DIN16¢c], as illustrated in the figure. Safety bus is
not strictly necessary, the implementation would also be
possible with traditional digital IO-control of the frequency
converter, given that the frequency converter has a safe cer-
tified inputs for stopping the motor and closing the brake.
Similarly to the architecture in Figure 6, the redundancy in
the actuator-side is achieved by controlling the main con-
tactor and the frequency converter through the HiPi. Inter-
nal processing of the signals on the HiPi in this architecture
and the previous one are similar.

The hoist overload application, regardless of the con-
trol architecture of the hoist, requires a moderately fast re-
action time. The cost-efficient solution for the load sensors
are still circuits, which provide an analog signal, which for
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safety applications will typically be a 4-20mA current sig-

nal.
B i — .
Sensors
: Contactor status
Figure 7. Architecture for hoist overload protection: Hoist

with frequency converter control. The bolded line
represents safe communication over fieldbus.

The required 10 is very similar for this architecture,
with the difference of reduced 10-points required for con-
trol outputs and feedbacks if a fieldbus is utilized in be-
tween the frequency converter and the HiPi.

3.1.2 OVERSPEED PROTECTION

Overspeed protection is required for frequency con-
verter driven hoists. A possible architecture for overspeed
protection is illustrated in Figure 8. To achieve PL d with
Category 3, either two redundant regular speed sensors or
asingle PL d, category 3 certified safety speed sensor. The
detected speed can also be supplied to the frequency con-
verter for speed control purposes.

Contactor status

Architecture for hoist overspeed protection: Hoist
with frequency converter control. The bolded line
represents safe communication over fieldbus. The
speed information can be supplied to the fre-
quency converter for control purposes.

Figure 8.

The basic architecture is very similar to the overload
protection architecture for a frequency converter driven
hoist. In case an overspeed is detected, the system is
brought to a safe state, which means that the hoist move-
ment is halted by stopping the motor and applying the
brake. The communication between the HiPi and the fre-
quency converter can be implemented using safe commu-
nication over a fieldbus or using digital 10.

The most typical situation where overspeed occurs in
hoist drives is when the load control is lost and it is accel-
erated by gravity. The reaction time is thus very critical in
overspeed protection, since the stress to the hoist brake in-
creases to the second power as the load accelerates.

The speed sensors used for hoists are mostly rotational
encoders. The typical outputs for encoders are either analog
complementary sine and cosine signals, digital pulsing sig-
nals or fieldbus interfaces. For an architecture with dual en-
coders, either two differential analog or digital inputs are
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needed. For a single safety encoder solution, the communi-
cation between the HiPi and the encoder needs to be imple-
mented using a protocol like CANopen Safety.

The required 10 for this application is very similar to
the overload protection. The speed sensors either require
analog inputs for receiving the sine and cosine waves,
which will require four analog inputs in total for receiving
the two sinusoidal signals from each encoder. If encoders
with digital pulse interfaces are used, then 4 digital inputs
are required. The third option will be to use a fieldbus to
interface the encoders.

An example list of required interfaces for the core
functionality of this application architecture would be:

e Dual speed sensor: 4 analog or digital inputs (2
sinusoidal/pulse signals per encoder), or

e Single safe speed sensor: Fieldbus interface for
safe communication

e Hoist & main contactor controls: 4 digital inputs
(similar to overload protection)

e Feedback from main & brake contactors: 2 in-
puts

e Communication to frequency converter:
Fieldbus interface

3.1.3 MULTIPLE TROLLEY FUNCTIONALITY

Often cranes are built such that multiple trolleys are
operating on a single crane bridge. In these applications,
multiple HiPis could be utilized for implementing more ad-
vanced safety functions. Each trolley could include one or
more HiPis for supervising the Hoist and Trolley drives of
each trolley. The devices can communicate to each other
using a safe protocol over a fieldbus, as illustrated in Figure
9, and similarly as already discussed in chapter 2.3.

Safety functions, which could be implemented using
such an architecture include:

e Bridge overload: Combination of two or more
HiPis with load sensors used to detect when the
maximum allowed loading on the bridge in total
is exceeded.

o Decentralized collision detection: Combination
of two or more trolley drives with safe absolute
position detection using individual HiPis, which
supervise the position of each other to prevent
collisions.

e  Tandem running of multiple trolleys: Similar as
above, but the devices supervising individually
that the relative distances between each other re-
main within set tolerances.
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Crane bridge

Trolley #1 Trolley #2

Figure 9.

Trolley-to-trolley communication

For a low-cost device, high-speed tandem operation
and collision detection will likely not be possible to imple-
ment. It is a point for further research to see what would be
the limits of the individual devices and their intercommu-
nication for such applications.

3.2 OTHER SAFETY FUNCTIONS

Other possible safety functions to be implemented in
different applications in which the HiPi can be utilized are
described in the following chapters.

3.2.1 ELECTRICAL POWER DRIVE SYSTEMS

Similar to the crane functionalities, but also usable in
generic applications, are the electric drive motion safety
functions according to [DINO7]. These monitor and/or con-
trol adjustable speed electrical power drive systems react-
ing to given limit values or failures of the system. These
values can refer to position, speed, acceleration or torque.
As an example of such a safety function, Safely-limited
speed (SLS) will be introduced: this function prevents the
motor from exceeding the specified speed limit. This can
be implemented in, for example, danger areas of a machine
such as conveyors, paper machines or winders, in which the
operator feeds the material manually. So, the machine does
not need to be stopped, but the speed will be decreased and
the hazard can be reduced or eliminated.

In Figure 10, the components required for the safety
function are shown. A position switch can be implemented
as a sensor for detecting when the door to the machine is
open, what activates the reduction of the machine’s speed.
Another types of sensors that could be implemented are
light curtains, laser scanners, photoelectric sensors, camera
systems, etc. The sensor’s signal that activates the safety
function, in this case reducing the speed, goes into the HiPi;
the monitoring and controlling of the speed takes place
here. The HiPi supplies a speed reference to the frequency
converter, which supplies the motor, which work together
as actuators. An encoder is used to measure the motor rota-
tional speed, and used as a feedback for the HiPi for the
implementation of the safety function and for the frequency
converter as a feedback for controlling the motor. The HiPi
can thus adjust the speed reference when required and su-
pervise that the actual speed is within safe limits.

Other typical motion safety functions are the stopping
functions, e.g. Safe torque off, Safe stop 1 and Safe stop 2.
These assure that the motor is stopped safely, depending on
the machine or application. These safety functions are anal-
ogous to the stop categories defined by [DIN14c], which
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describe the mode in which a machine is to be taken into
standstill.

Automatic Emergency
switch-off stop

A h
Sensor F HiPi ~[ Al ]—[ Motor H Encoder
) converter |
t |

1

Figure 10.  Architecture for power drive systems application

3.2.2 FORKLIFT TRUCK

A significant cause of fatal accidents with forklift
trucks is tipping over [Baual2]. Most of the times, this is
due to the bad stability of the forklift truck, which is mostly
dependent on its mechanical construction.

In order to protect a forklift truck from tipping over,
the weight of the load and its position and speed during the
movement can be monitored and eventually regulated.
These parameters can be monitored with the safety func-
tions for electric drives explained in chapter 3.2.1. For ex-
ample, the weight can be measured with the torque of the
elevating motor for electrically driven system, as the cur-
rent is directly proportional to the load. For hydraulically
driven systems, the weight can be measured from the hy-
draulic pressure. The position (height) of the load can be
determined via a linear encoder. The safety function for the
speed of the forklift truck can be realized like presented in
chapter 3.2.1. These parameters can be combined with each
other, so that the maximum allowed speed depends on the
weight and the height of the load.

Stopping the forklift truck as a reaction when the limit
value is exceeded is realized under control, which means
that the actuators are active and the power to them is re-
moved once the motion has been driven to stop.

4 CONCLUSIONS

In this work a concept for a small safety controller, es-
pecially designed for intralogistic applications, has been
discussed. A hardware, software and communication con-
cept were described, which are designed with a principle of
separation between the safety- and non-safety-related parts
of the controller. The certification of the safety-related
functionality of the controller is done separately, and
changes or updates to the non-safety-related parts will not
pose requirement for re-certification. The controller is tar-
geted for use in applications, where only small space avail-
able, such as the electrical cabinets of small hoists or for
AGVs.

5 FUTURE RESEARCH WORK

This work only presented the initial concept for a new
safety controller. As a future research work the concept will
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be implemented in practice. The design and creation of the
device must be done according to standards [DIN11] and
[DIN16a] to be able to obtain a safety certification.

The resulting device should be a flexible research plat-
form. Possible future working topics include researching
the achievable reaction times and intercommunication
times with such devices, plug & play safety systems and
security of internet-connected safety devices.
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